<o  City of Palo Alto (ID # 10774)
PALO

ALTO City Council Staff Report

Report Type: Consent Calendar Meeting Date: 12/16/2019
Summary Title: Amendment of Buildingeye Contract

Title: Approval of Amendment Number 1 to Contract Number $19174467
With Buildingeye to add $179,250 for a Not-to-Exceed Amount of $229,250
and Extend the Contract for Three Years to Provide Visualization of Data for
Building Permits, Planning Entitlements and Code Enforcement Activities and
Approval of an Exemption From Solicitation

From: City Manager

Lead Department: Planning and Development Services

Recommendation

Staff recommends that the City Council approve an exemption from solicitation under Palo Alto
Municipal Code (PAMC) 2.30.320 and authorize the City Manager to approve Amendment No. 1
to Contract $19174467 (Attachment B) with Buildingeye to add $179,250 for an amount not-to-
exceed $229,250 and extend the contract through December 31, 2022.

Background

The City currently has a $50,000 General Services Agreement with Buildingeye to provide
visualization of data for projects going through building, planning and code enforcement
processes utilizing the City’s Accela Enterprise Resource Planning (ERP) System. Buildingeye
communicates this information through a mapping interface accessible to the public through
any device (laptop, smartphone, etc.). In addition, Buildingeye allows users to register for an
email alert on new planning, building, or code enforcement records created based on a
neighborhood or a given radius around a chosen property. The map can be filtered in several
ways including, but not limited to, filtering for a specific address, different application types,
application submittal or case opened dates, and application or case status. The mapping
interface is provided in three modules aligned with department functions such as planning
entitlements, building permits and code enforcement cases and allows the user to view
information and search for applications or cases in one map.

Discussion
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The City introduced the Planning Entitlement Module to the public in early 2014 and received
positive responses from the community, garnering over 4,500 visits to the mapping interface
during its first year. The public, for the first time, could obtain accurate and timely general
information on planning entitlement applications and status without visiting the Development
Services Public Information Counter. Following the success of the Planning Entitlement
Module, the Development Services Department entered into a separate agreement with
Buildingeye to plan and implement a Building Permit Module within the Buildingeye mapping
interface to further enhance the public user experience by allowing the user to ‘follow’ a
project from the planning entitlement process though the building permit and construction
process on one platform. The development and implementation of the Code Enforcement
Module followed shortly thereafter and appended to the Buildingeye mapping interface in
2018. The three modules now allow a public user access to years of data and information on
planning entitlements, building permits, and code enforcement cases in one user-friendly and
intuitive mapping interface.

Figure 1: A screen capture of the Buildingeye module.

Buildingeye’s service and mapping interface application has matured and is now a familiar
resource for the public with over 7,300 visits from January 2019 thru September 2019. That
amounts to over 800 visits per month to obtain general information on projects and cases
outside of the Development Services Center.

Staff is requesting Council approval of an exemption from solicitation for this contract
extension as it would be impractical to solicit. Buildingeye Inc’s online service and application is
proprietary and therefore can only be maintained and updated by Buildingeye Inc. Last year,
the City entered into a $50,000 one-year agreement with Buildingeye with the intent of
combining the three modules into one contract to simplify the subscription renewal process.
Staff is requesting an extension of this one-year agreement which will enable the City to
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continue its Buildingeye subscription for all three modules for the next three years. This will
provide the public uninterrupted service and the ability to provide necessary enhancements or
customization to the existing modules.

During this time period, the City will pursue its Geographic Information System (GIS)
modernization project. This approach will give the City time to prepare and potentially provide
internal and more sustainable solutions through the City’s ongoing Geographic Information
System modernization project without negatively affecting the public’s ability to access
information in the meantime. Should the City’s modernized GIS system be ready before
December 2022, Buildingeye’s services will be reevaluated and the department may decide to
terminate the contract at that point.

Policy Implications

The extension of the Buildingeye service is consistent with Comprehensive Plan Goals, Policies
and Programs:

Policy G-1.1 Maintain public trust through transparency and accountability on planning
issues.

Program G1.1.1 Consider making data available at a transactional level on the Open
Data Portal.

Policy G-1.2 Enhance communication between community members, neighborhood
associations, other organizations and the City Council by providing access to information
and opportunities for engagement through technology and other methods.

Stakeholder Outreach

Currently, the three modules of Buildingeye generate an average of over 400 unique visitors
and 800 visits per month and the general feedback for the convenience and ease of use have
been overwhelmingly positive.

Resource Impact

At the current rate of utilization, amending the Buildingeye contract to an amount not to
exceed $229,250 will provide uninterrupted service through December 2022. This contract
amendment will be funded by revenues from those fees which are reflected in the Fiscal Year
2020 Adopted Operating Budget. Tech Enhancement fees are built into the fees for services
charged to customers of the Planning and Development Services Department.

Environmental Review

This project is exempt from environmental review under Section 15061 of the California
Environmental Quality Act Guidelines.

Attachments:
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Attachment A: $19174467 - Current Buildingeye Contract (PDF)
Attachment B: Amendment Number 1 to Contract Number $19174467 With Buildingeye
(PDF)
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CITY OF PALO ALTO CONTRACT NO. $19174467

GENERAL SERVICES AGREEMENT

THIS AGREEMENT made and entered into on the 14™ day of January, 2019, by and
between the CITY OF PALO ALTO, a California chartered municipal corporation (“CITY”),
and BUILDINGEYE, INC., a Delaware corporation, located at 100 Pine Street, #1250,
San Francisco, California, 94111, Telephone (888) 800-1928 (“CONTRACTOR”). In
consideration of their mutual covenants, the parties hereto agree as follows:

1. SERVICES. CONTRACTOR shall provide or furnish the services (the “Services”)
described in the Scope of Services, attached at Exhibit A.

2. EXHIBITS. The following exhibits are attached to and made a part of this
Agreement:

X] “A” - Scope of Services

|E “A-1" — On-Call Task Order (Optional)
[X] “B” - Schedule of Performance

X] “c” - schedule of Fees

X] “D” - Insurance Requirements

|E “E” — Information Privacy Policy

3. TERM.
The term of this Agreement is from January 15, 2019 to December 31, 2019
inclusive, subject to the provisions of Sections R and W of the General Terms and
Conditions.

4. SCHEDULE OF PERFORMANCE. CONTRACTOR shall complete the Services within
the term of this Agreement in a reasonably prompt and timely manner based
upon the circumstances and direction communicated to CONTRACTOR, and if
applicable, in accordance with the schedule set forth in the Schedule of
Performance, attached at Exhibit B. Time is of the essence in this Agreement.

5. COMPENSATION FOR ORIGINAL TERM. CITY shall pay and CONTRACTOR agrees
to accept as not-to-exceed compensation for the full performance of the

Services and reimbursable expenses, if any:

A sum calculated in accordance with the fee schedule set forth at Exhibit
C, not to exceed a total maximum compensation amount of Fifty
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Thousand dollars ($50,000.00).

CONTRACTOR agrees that it can perform the Services for an amount not to
exceed the total maximum compensation set forth above. Any hours worked or
services performed by CONTRACTOR for which payment would result in a total
exceeding the maximum amount of compensation set forth above for
performance of the Services shall be at no cost to CITY.

6. COMPENSATION DURING ADDITIONAL TERMS.

L CONTRACTOR’S compensation rates for each additional term shall be the
same as the original term;

7. CLAIMS PROCEDURE FOR “9204 PUBLIC WORKS PROJECTS”. For purposes of
this Section 7, a “9204 Public Works Project” means the erection, construction,
alteration, repair, or improvement of any public structure, building, road, or
other public improvement of any kind. Public Contract Code Section 9204
mandates certain claims procedures for Public Works Projects, which are set
forth in “Appendix . Claims for Public Contract Code Section 9204 Public Works
Projects”.

L This project is not a 9204 Public Works Project.

8. INVOICING. Send all invoices to CITY, Attention: Project Manager. The Project
Manager is: Khashayar Alaee, Development Center, Telephone: (650) 329-2230.
Invoices shall be submitted in arrears for Services performed. Invoices shall not
be submitted more frequently than monthly. Invoices shall provide a detailed
statement of Services performed during the invoice period and are subject to
verification by CITY. CITY shall pay the undisputed amount of invoices within 30
days of receipt.

GENERAL TERMS AND CONDITIONS

A. ACCEPTANCE. CONTRACTOR accepts and agrees to all terms and conditions of
this Agreement. This Agreement includes and is limited to the terms and
conditions set forth in sections 1 through 8 above, these general terms and
conditions and the attached exhibits.

B. QUALIFICATIONS. CONTRACTOR represents and warrants that it has the
expertise and qualifications to complete the services described in Section 1 of
this Agreement, entitled “SERVICES,” and that every individual charged with the
performance of the services under this Agreement has sufficient skill and
experience and is duly licensed or certified, to the extent such licensing or
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certification is required by law, to perform the Services. CITY expressly relies on
CONTRACTOR’s representations regarding its skills, knowledge, and
certifications. CONTRACTOR shall perform all work in accordance with generally
accepted business practices and performance standards of the industry,
including all federal, state, and local operation and safety regulations.

C. INDEPENDENT CONTRACTOR. It is understood and agreed that in the
performance of this Agreement, CONTRACTOR and any person employed by
CONTRACTOR shall at all times be considered an independent CONTRACTOR and
not an agent or employee of CITY. CONTRACTOR shall be responsible for
employing or engaging all persons necessary to complete the work required
under this Agreement.

D. SUBCONTRACTORS. CONTRACTOR may not use subcontractors to perform any
Services under this Agreement unless CONTRACTOR obtains prior written
consent of CITY. CONTRACTOR shall be solely responsible for directing the work
of approved subcontractors and for any compensation due to subcontractors.

E. TAXES AND CHARGES. CONTRACTOR shall be responsible for payment of all
taxes, fees, contributions or charges applicable to the conduct of CONTRACTOR's
business.

F. COMPLIANCE WITH LAWS. CONTRACTOR shall in the performance of the
Services comply with all applicable federal, state and local laws, ordinances,
regulations, and orders.

G. PALO ALTO MINIMUM WAGE ORDINANCE. CONTRACTOR shall comply with all
requirements of the Palo Alto Municipal Code Chapter 4.62 (Citywide Minimum
Wage), as it may be amended from time to time. In particular, for any employee
otherwise entitled to the State minimum wage, who performs at least two (2)
hours of work in a calendar week within the geographic boundaries of the City,
CONTRACTOR shall pay such employees no less than the minimum wage set
forth in Palo Alto Municipal Code section 4.62.030 for each hour worked within
the geographic boundaries of the City of Palo Alto. In addition, CONTRACTOR
shall post notices regarding the Palo Alto Minimum Wage Ordinance in
accordance with Palo Alto Municipal Code section 4.62.060.

H. DAMAGE TO PUBLIC OR PRIVATE PROPERTY. CONTRACTOR shall, at its sole
expense, repair in kind, or as the City Manager or designee shall direct, any
damage to public or private property that occurs in connection with
CONTRACTOR'’s performance of the Services. CITY may decline to approve and
may withhold payment in whole or in part to such extent as may be necessary to
protect CITY from loss because of defective work not remedied or other damage
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to the CITY occurring in connection with CONTRACTOR’s performance of the
Services. CITY shall submit written documentation in support of such
withholding upon CONTRACTOR'’s request. When the grounds described above
are removed, payment shall be made for amounts withheld because of them.

I. WARRANTIES. CONTRACTOR expressly warrants that all services provided under
this Agreement shall be performed in a professional and workmanlike manner in
accordance with generally accepted business practices and performance
standards of the industry and the requirements of this Agreement.
CONTRACTOR expressly warrants that all materials, goods and equipment
provided by CONTRACTOR under this Agreement shall be fit for the particular
purpose intended, shall be free from defects, and shall conform to the
requirements of this Agreement. CONTRACTOR agrees to promptly replace or
correct any material or service not in compliance with these warranties,
including incomplete, inaccurate, or defective material or service, at no further
cost to CITY. The warranties set forth in this section shall be in effect for a period
of one year from completion of the Services and shall survive the completion of
the Services or termination of this Agreement.

J. MONITORING OF SERVICES. CITY may monitor the Services performed under this
Agreement to determine whether CONTRACTOR’s work is completed in a
satisfactory manner and complies with the provisions of this Agreement.

K. CITY’S PROPERTY. Any reports, information, data or other material (including
copyright interests) developed, collected, assembled, prepared, or caused to be
prepared under this Agreement will become the property of CITY without
restriction or limitation upon their use and will not be made available to any
individual or organization by CONTRACTOR or its subcontractors, if any, without
the prior written approval of the City Manager.

L. AUDITS. CONTRACTOR agrees to permit CITY and its authorized representatives
to audit, at any reasonable time during the term of this Agreement and for three
(3) years from the date of final payment, CONTRACTOR's records pertaining to
matters covered by this Agreement. CONTRACTOR agrees to maintain accurate
books and records in accordance with generally accepted accounting principles
for at least three (3) following the terms of this Agreement.

M. NO IMPLIED WAIVER. No payment, partial payment, acceptance, or partial
acceptance by CITY shall operate as a waiver on the part of CITY of any of its

rights under this Agreement.

N. INSURANCE. CONTRACTOR, at its sole cost, shall purchase and maintain in full
force during the term of this Agreement, the insurance coverage described at
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Exhibit D. Insurance must be provided by companies with a Best’s Key Rating of
A-:VIl or higher and which are otherwise acceptable to CITY’s Risk Manager. The
Risk Manager must approve deductibles and self-insured retentions. In addition,
all policies, endorsements, certificates and/or binders are subject to approval by
the Risk Manager as to form and content. CONTRACTOR shall obtain a policy
endorsement naming the City of Palo Alto as an additional insured under any
general liability or automobile policy. CONTRACTOR shall obtain an
endorsement stating that the insurance is primary coverage and will not be
canceled or materially reduced in coverage or limits until after providing 30 days
prior written notice of the cancellation or modification to the Risk Manager.
CONTRACTOR shall provide certificates of such policies or other evidence of
coverage satisfactory to the Risk Manager, together with the required
endorsements and evidence of payment of premiums, to CITY concurrently with
the execution of this Agreement and shall throughout the term of this
Agreement provide current certificates evidencing the required insurance
coverages and endorsements to the Risk Manager. CONTRACTOR shall include
all subcontractors as insured under its policies or shall obtain and provide to CITY
separate certificates and endorsements for each subcontractor that meet all the
requirements of this section. The procuring of such required policies of insurance
shall not operate to limit CONTRACTOR's liability or obligation to indemnify CITY
under this Agreement.

O. HOLD HARMLESS. To the fullest extent permitted by law and without limitation
by the provisions of section N relating to insurance, CONTRACTOR shall
indemnify, defend and hold harmless CITY, its Council members, officers,
employees and agents from and against any and all demands, claims, injuries,
losses, or liabilities of any nature, including death or injury to any person,
property damage or any other loss and including without limitation all damages,
penalties, fines and judgments, associated investigation and administrative
expenses and defense costs, including, but not limited to reasonable attorney’s
fees, courts costs and costs of alternative dispute resolution), arising out of, or
resulting in any way from or in connection with the performance of this
Agreement. CONTRACTOR’s obligations under this Section apply regardless of
whether or not a liability is caused or contributed to by any negligent (passive or
active) act or omission of CITY, except that CONTRACTOR shall not be obligated
to indemnify for liability arising from the sole negligence or willful misconduct of
CITY. The acceptance of the Services by CITY shall not operate as a waiver of the
right of indemnification. The provisions of this Section survive the completion of
the Services or termination of this Agreement.

P. NON-DISCRIMINATION. As set forth in Palo Alto Municipal Code section
2.30.510, CONTRACTOR certifies that in the performance of this Agreement, it

shall not discriminate in the employment of any person because of the race, skin
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color, gender, age, religion, disability, national origin, ancestry, sexual
orientation, housing status, marital status, familial status, weight or height of
such person. CONTRACTOR acknowledges that it has read and understands the
provisions of Section 2.30.510 of the Palo Alto Municipal Code relating to
Nondiscrimination Requirements and the penalties for violation thereof, and
agrees to meet all requirements of Section 2.30.510 pertaining to
nondiscrimination in employment.

Q. WORKERS' COMPENSATION. CONTRACTOR, by executing this Agreement,
certifies that it is aware of the provisions of the Labor Code of the State of
California which require every employer to be insured against liability for
workers' compensation or to undertake self-insurance in accordance with the
provisions of that Code, and certifies that it will comply with such provisions, as
applicable, before commencing and during the performance of the Services.

R. TERMINATION. The City Manager may terminate this Agreement without cause
by giving Fifteen (15) days’ prior written notice thereof to CONTRACTOR. If
CONTRACTOR fails to perform any of its material obligations under this
Agreement, in addition to all other remedies provided by law, the City Manager
may terminate this Agreement immediately upon written notice of termination.
Upon receipt of such notice of termination, CONTRACTOR shall immediately
discontinue performance. CITY shall pay CONTRACTOR for services satisfactorily
performed up to the effective date of termination. If the termination is for
cause, CITY may deduct from such payment the amount of actual damage, if any,
sustained by CITY due to CONTRACTOR’s failure to perform its material
obligations under this Agreement. Upon termination, CONTRACTOR shall
immediately deliver to the City Manager any and all copies of studies, sketches,
drawings, computations, and other material or products, whether or not
completed, prepared by CONTRACTOR or given to CONTRACTOR, in connection
with this Agreement. Such materials shall become the property of CITY.

S. ASSIGNMENTS/CHANGES. This Agreement binds the parties and their
successors and assigns to all covenants of this Agreement. This Agreement shall
not be assigned or transferred without the prior written consent of CITY. No
amendments, changes or variations of any kind are authorized without the
written consent of CITY.

T. CONFLICT OF INTEREST. In accepting this Agreement, CONTRACTOR covenants
that it presently has no interest, and will not acquire any interest, direct or
indirect, financial or otherwise, which would conflict in any manner or degree
with the performance of this Agreement. CONTRACTOR further covenants that,
in the performance of this Agreement, it will not employ any person having such
an interest. CONTRACTOR certifies that no CITY officer, employee, or authorized
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representative has any financial interest in the business of CONTRACTOR and
that no person associated with CONTRACTOR has any interest, direct or indirect,
which could conflict with the faithful performance of this Agreement.
CONTRACTOR agrees to advise CITY if any conflict arises.

U. GOVERNING LAW. This Agreement shall be governed and interpreted by the
laws of the State of California.

V. ENTIRE AGREEMENT. This Agreement, including all exhibits, represents the
entire agreement between the parties with respect to the services that may be
the subject of this Agreement. Any variance in the exhibits does not affect the
validity of the Agreement and the Agreement itself controls over any conflicting
provisions in the exhibits. This Agreement supersedes all prior agreements,
representations, statements, negotiations and undertakings whether oral or
written.

W. NON-APPROPRIATION. This Agreement is subject to the fiscal provisions of the
Charter of the City of Palo Alto and the Palo Alto Municipal Code. This
Agreement will terminate without any penalty (a) at the end of any fiscal year in
the event that funds are not appropriated for the following fiscal year, or (b) at
any time within a fiscal year in the event that funds are only appropriated for a
portion of the fiscal year and funds for this Agreement are no longer available.
This Section shall take precedence in the event of a conflict with any other
covenant, term, condition, or provision of this Agreement.

X. ENVIRONMENTALLY PREFERRED PURCHASING AND ZERO WASTE
REQUIREMENTS. CONTRACTOR shall comply with CITY’s Environmentally
Preferred Purchasing policies which are available at CITY’s Purchasing Division,
which are incorporated by reference and may be amended from time to time.
CONTRACTOR shall comply with waste reduction, reuse, recycling and disposal
requirements of CITY’s Zero Waste Program. Zero Waste best practices include
first minimizing and reducing waste; second, reusing waste and third, recycling
or composting waste. In particular, CONTRACTOR shall comply with the
following zero waste requirements:

e All printed materials provided by CONTRACTOR to CITY generated from a
personal computer and printer including but not limited to, proposals,
guotes, invoices, reports, and public education materials, shall be double-
sided and printed on a minimum of 30% or greater post-consumer
content paper, unless otherwise approved by CITY’s Project Manager.
Any submitted materials printed by a professional printing company shall
be a minimum of 30% or greater post-consumer material and printed
with vegetable based inks.

e Goods purchased by Contractor on behalf of CITY shall be purchased in
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Z.

accordance with CITY’s Environmental Purchasing Policy including, but
not limited to, Extended Producer Responsibility requirements for
products and packaging. A copy of this policy is on file at the Purchasing
Division’s office.

e Reusable/returnable pallets shall be taken back by CONTRACTOR, at no
additional cost to CITY, for reuse or recycling. CONTRACTOR shall provide
documentation from the facility accepting the pallets to verify that pallets
are not being disposed.

AUTHORITY. The individual(s) executing this Agreement on behalf of the parties
represent and warrant that they have the legal capacity and authority to do so

on behalf of their respective legal entities.

PREVAILING WAGES

|E This Project is not subject to prevailing wages. CONTRACTOR is not required to

OR

pay prevailing wages in the performance and implementation of the Project in
accordance with SB 7, if the Agreement is not a public works contract, if
Agreement does not include a public works construction project of more than

$25,000, or the Agreement does not include a public works alteration,
demolition, repair, or maintenance (collectively, ‘improvement’) project of more
than $15,000.

D Contractor is required to pay general prevailing wages as defined in Subchapter

3, Title 8 of the California Code of Regulations and Section 16000 et seq. and
Section 1773.1 of the California Labor Code. Pursuant to the provisions of
Section 1773 of the Labor Code of the State of California, the City Council has
obtained the general prevailing rate of per diem wages and the general rate for
holiday and overtime work in this locality for each craft, classification, or type of
worker needed to execute the Agreement for this Project from the Director of
the Department of Industrial Relations (“DIR”). Copies of these rates may be
obtained at the Purchasing Division’s office of the City of Palo Alto. Contractor
shall provide a copy of prevailing wage rates to any staff or subcontractor hired,
and shall pay the adopted prevailing wage rates as a minimum. Contractor shall
comply with the provisions of all sections, including, but not limited to, Sections
1775, 1776, 1777.5, 1782, 1810, and 1813, of the Labor Code pertaining to
prevailing wages.

AA.DIR REGISTRATION. In regard to any public work construction, alteration,

demolition, repair or maintenance work, CITY will not accept a bid proposal from
or enter into this Agreement with CONTRACTOR without proof that
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CONTRACTOR and its listed subcontractors are registered with the California
Department of Industrial Relations (“DIR”) to perform public work, subject to
limited exceptions. City requires CONTRACTOR and its listed subcontractors to
comply with the requirements of SB 854.

CITY provides notice to CONTRACTOR of the requirements of California Labor
Code section 1771.1(a), which reads:

“A contractor or subcontractor shall not be qualified to bid on, be listed in a bid
proposal, subject to the requirements of Section 4104 of the Public Contract
Code, or engage in the performance of any contract for public work, as defined
in this chapter, unless currently registered and qualified to perform public work
pursuant to Section 1725.5. It is not a violation of this section for an
unregistered contractor to submit a bid that is authorized by Section 7029.1 of
the Business and Professions Code or Section 10164 or 20103.5 of the Public
Contract Code, provided the contractor is registered to perform public work
pursuant to Section 1725.5 at the time the Agreement is awarded.”

CITY gives notice to CONTRACTOR and its listed subcontractors that
CONTRACTOR is required to post all job site notices prescribed by law or
regulation and CONTRACTOR is subject to SB 854-compliance monitoring and
enforcement by DIR.

CITY requires CONTRACTOR and its listed subcontractors to comply with the
requirements of Labor Code section 1776, including:

Keep accurate payroll records, showing the name, address, social security
number, work classification, straight time and overtime hours worked each day
and week, and the actual per diem wages paid to each journeyman, apprentice,
worker, or other employee employed by, respectively, CONTRACTOR and its
listed subcontractors, in connection with the Project.

The payroll records shall be verified as true and correct and shall be certified and
made available for inspection at all reasonable hours at the principal office of
CONTRACTOR and its listed subcontractors, respectively.

At the request of CITY, acting by its project manager, CONTRACTOR and its listed
subcontractors shall make the certified payroll records available for inspection or
furnished upon request to the project manager within ten (10) days of receipt of
CITY’s request.
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|:| [For state- and federally-funded projects] CITY requests CONTRACTOR
and its listed subcontractors to submit the certified payroll records to the
project manager at the end of each week during the Project.

If the certified payroll records are not produced to the project manager within
the 10-day period, then CONTRACTOR and its listed subcontractors shall be
subject to a penalty of one hundred dollars ($100.00) per calendar day, or
portion thereof, for each worker, and CITY shall withhold the sum total of
penalties from the progress payment(s) then due and payable to CONTRACTOR.

Inform the project manager of the location of CONTRACTOR’s and its listed
subcontractors’ payroll records (street address, city and county) at the
commencement of the Project, and also provide notice to the project manager
within five (5) business days of any change of location of those payroll records.

BB. CONTRACT TERMS. All unchecked boxes do not apply to this Agreement. In the
case of any conflict between the terms of this Agreement and the exhibits hereto
or CONTRACTOR'’s proposal (if any), the Agreement shall control. In the case of
any conflict between the exhibits hereto and CONTRACTOR’s proposal, the
exhibits shall control.

IN WITNESS WHEREOF, the parties hereto have by their duly authorized representatives
executed this Agreement on the date first above written.

CITY OF PALO ALTO BUILDINGEYE, INC.

DocuSigned by: DocuSigned by:

(luris Awastole Ksnan Barndt

2FF7A675EABF4DF. ..

d 3DF8FF698D134CA...
Chris Anastole

Ronan Barrett

contract Administrator Chief operating officer

Approved as to form:

15B6C45220134DC...
Albert S Yang

Senior Deputy City Attorney
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EXHIBIT A
SCOPE OF SERVICES

The services provided by CONSULTANT will provide visualization of data for projects
going through or in the building, planning and code enforcement processes at the CITY
and to communicate this information to citizens through a mapping interface. In
addition, email notification-based alerts will be provided based on neighborhood or a
given radius around a chosen property. The map can be filtered to search for different
permit types. This will also allow users in Palo Alto to alternate their search between
projects going through the building permit, planning and code enforcement processes
on the one map.

The scope of services provides for historical data for five (5) years and
professional services for integration. The application will provide visualization data for
cases going through the City’s Accela ERP system, the City’s review process and to
communicate this information to citizens and staff. In addition, email notification alerts
can be provided based on a neighborhood or a chosen area of interest.

Descriptive statements in this Scope of Services shall be interpreted as
prescriptive with respect to the product and functionality to be provided by
CONSULTANT.

Functionality Requirements & Web Service Compatibility

The CONSULTANT will provide visualization of data on a web application (compatible for
mobile and tablet) with the ability to filter applications by keyword, application type,
timeframe and status. The map icons will be dynamic and produce an information
window with metadata on the application/project and a link to further information to
the CITY’s software system (currently Accela ACA). The CONSULTANT will enable users
to create an email alert which notifies them of a new project or case within their chosen
area. Alert frequencies can be adjustable with options for biweekly, weekly and
monthly. The application will be compatible across all standard based web browsers on
Desktop, Tablet and Mobile devices.

Software

The software (‘buildingeye’) is independent and works with all major back office
software system providers; these include Accela, Central Square (CRW), Tylertech,
Computronix, Harris, Infor, GovSense, Socrata and Junar. Buildingeye extracts data from
many sources and systems including csv/xls formatted files.

Functional Specification & Deliverables

1. Front-end design & Mapping Interface

2. Filter tools.

3. Email account / alerts.
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4. Data supply.
5. Hosting.
6. Access to Source Data
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1. Front End Desigh & Mapping Interface

The style of buildingeye is a clean and effective Ul /UX design. The transition
between departments and divisions (Building, Planning, Code Enforcement) will
be smooth so the user understands what they are visualizing and filtering. Each
marker on buildingeye is interactive, and when clicked an Information Panel will
appear with details and links to back office record details. The interface is pre-
populated with markers for the relevant module, noting where records exist. The
City’s logo or brand will be included consistently throughout buildingeye located
on the Top Bar. A link to the CITY’s software system (currently Accela ACA) will
be provided throughout the applications.

2. Filter Tools
A user will be able to filter their search by the following:

e Address.

e Area: Zip code, Neighborhood, Planning District, Custom (GIS layers for
specific areas to be provided by the Building Department).

e Status (Submitted / Under Review, Issued, closed/active,
approved/disapproved) as reflected in existing permitting software
system and agreed with the Department.

e Keyword.

e Daterange.

e Application type (Demolition, Combined Web applications, Residential
addition/remodel, Commercial addition /remodel, New Single Family
Residential, New  Multifamily  Residential, New Commercial,
Miscellaneous)

e All information can be searched / filtered as per the list presented based
on the information being provided to buildingeye by the City.

o |t

3. Email Account / Alerts

e Users can create an account using an email address and select their
preference for an alert for a selected geographic location. A User can
amend preferences, unsubscribe and/or delete their account without
restrictions.

e A user who wishes to create and receive email alerts must do the
following:

i. Create a personal account and verify their email address to
validate its authenticity.

ii. Create an alert by choosing a geographic location to alert on with
a 600ft Radius, Zip code, Neighborhood, Planning District or
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Custom shape. For custom shape we need to understand extent
of what the city wants to show.

iii. Set the notification frequencies, biweekly, weekly or monthly.
Once the above is completed the user can manage their alerts
through a user dashboard where they can delete or change the
frequency of the alert.

4. Data supply, extraction and update

The City will be responsible for the creation and supply of all data
through the existing Accela permitting software APl. CONSULTANT will
work with the CITY to clarify the data being visualized. The format and
method of data delivery will be standardized and agreed upon by both
parties. The CITY will provide data on all necessary metadata, geographic
information and hyperlinks. This is to facilitate the email alerts and
search filtering. Links to all department files will be required in a data set
or APl so they can be linked to.
Extent of Data Visualized
o The information supplied by each department shall be as follows -
Planning — start date January 1, 2011 to present; Building — start
date January 1, 2011 to present; and Code Enforcement — start
date January 1, 2016 to present.
o All GIS data associated with these applications will be provided by
each department.
Databases are replicated and are backed up daily outside peak times of
demand. All data is held at datacenters in the US secured, maintained
and managed using industry standard best practices.
CONSULTANT will be permitted to read only access to the CITY’s software
system (currently Accela).
Data for each module is downloaded for a fixed period and analyzed to
understand workflow, application types, address normalization etc.
CONSULTANT will prepare a staging map for each department with their
records visualized and a list of questions presented to the city project
team. This is an iterative process and CONSULTANT will work
continuously to deliver on the defined scope with the project team until
the application is ready for testing.
Based on a successful outcome, the City’s data for a given period (up to 7
years) is uploaded to the buildingeye product and is deemed to be a
Private Live Release.
On a daily basis, buildingeye will extract data from the CITY’s software
system (currently Accela ACA) to the product modules.

5. Hosting
The data input, visualization and email functionality would be managed, hosted

and powered by buildingeye. City will provide additional information and further
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discussion to ensure all parties are clear on what data is to be provided and
visualized.
6. Access to Source Data

Accela System: To facilitate data transfer the CITY shall provide BUILDINGEYE
with read only Accela credentials via the Accela Construct APl as directed.
BUILDINGEYE will use these credentials to access the Accela Platform and
download data as required. If there are any other CITY controlled barriers to
using this APl such as a firewall the CITY will work with BUILDINGEYE to ensure
the Customer Platform can access such Data.

Support

For Users:

Inside the buildingeye product, a feedback system is available for users to submit
guestions relating to the product.

buildingeye operates an online ticketing support system that categorizes issues raised -
this is a monitored system by the buildingeye support team and reviewed daily by
management to ensure that issues are dealt with in a timely manner.

For the City:

A dedicated person is appointed by buildingeye as the liaison for the City together with
online support tools for engagement and submittal of queries or issues.

buildingeye provides a forwarding messaging email service to the City Project Liaison
when feedback regarding a specific record is received that does not directly relate to the
function of the buildingeye product.

Escalation Support Protocols

buildingeye has a very stringent and clear escalation processes for internal teams.
Automated ticket escalations are in place, which helps immediate escalation of
unhandled/pending issues and thus avoid breach of SLA. The team constantly monitors
the ticket queue and provides timely response on the queued tickets.

The buildingeye operations center is equipped with the industry leading monitoring and
network management systems. Escalation procedures and call handling processes are
clearly defined for quick responses. buildingeye has a process framework for incidents,
change management, problem and configuration items.

There are 3 levels of internal escalation layers for addressing customer issues.
Level 1 - Support Team - This team handles the proactive monitoring and first level

technical and customer support. This team is also responsible for providing timely
updates on your ticket.
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Level 2 - Product Support Team - This team (both technical and product led) is the first
level of internal escalation which handles issues escalated by the Level 1 support team.

Level 3 - Center of Excellence - This team provides operational and engineering
assistance. If the incident management team (Level 1 & 2) is unable to provide the
resolution for a particular issue, it is escalated to the relevant Center of Excellence
group. This team is primarily responsible for proactive management and 100% uptime of
the buildingeye core infrastructure and systems under management.

Whilst buildingeye’s operational goal is to ensure 99.999% uptime, outages and/or
service disruption may happen, in such an event for planned system maintenances, the
customer is notified in advance through their appointed Project Team lead, with
notification of the maintenance also displayed on the services affected.

Severity Level Guidelines & Response Time Objectives

The following table is intended to outline response time objectives that buildingeye
strives to achieve, measured from the time buildingeye receives your initial request for
support, to the time buildingeye provides an initial communication back to you
regarding your request.

. . . L Response Response Time
Severity | Severity Definition . . :
Times Coverage
Critical business impact/service down:
Product critical functionality is inoperable or
critical interface has failed. This usually applies to _
. . . Within 1
1 a production environment and indicates an hour 24 hrs. / 7 days
inability to access services resulting in a critical
impact on operations. This condition requires an
immediate solution.
Significant business impact: Within 2 .
. L . Mon - Fri -
2 A feature or function of the service is severely business .
. . Business Hours
restricted in its use. hours
Minor business impact: Within 4 .
. . . N . Mon - Fri -
3 Indicates the service or functionality is usable and | business .
I e . Business Hours
it is not a critical impact on operations. hours
4 Minimal business impact: Within 1 Mon - Fri -
An inquiry or non-technical request business day | Business Hours

Response time objectives described herein are intended to describe buildingeye goals

City of Palo Alto General Services Agreement 16 Rev. March 29, 2018



DocuSign Envelope ID: 18E66D90-E6A7-4932-A572-02A3895422E7

only, and do not represent a guarantee of performance.

Change Management Processes

A change management procedure will be deployed at the start of the project and
continue throughout the term of the contract. The City of Palo Alto will be required to
appoint a person responsible for signing off changes to the system once delivered.

Infrastructure - Hardware & Software

CONSULTANT hosts its production infrastructure on Amazon Web Services systems who
maintain and secure all computing hardware and network infrastructure; and provide
ongoing industry-leading protection against both physical and online threats to
infrastructure.

buildingeye software is developed in a quality driven agile environment. All code
changes are reviewed by at least one senior software engineer before being considered
for release. All new software goes through regression testing and new feature testing
before being considered for release. Testing takes place on testing hardware and then a
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production like staging environment is used to test operational releases before releasing
to the production environment for agency/public use.

Access to production servers are further limited to only technical members of the
buildingeye team while working from our offices, no other access is provided to our
server infrastructure. Third party software is only provisioned from vetted sources and
only recommended patches are installed.

Databases are replicated and are backed up daily outside peak times of demand. All
datais held at datacenters in the US.
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EXHIBIT “B”
SCHEDULE OF PERFORMAMCE

CONSULTANT shall perform the Services so as to complete each task as specified below.
The time to complete each milestone may be increased or decreased by mutual written
agreement of CONSULTANT and CITY so long as all work is completed within the term of

the Agreement.
Task Complete Days or Weeks from NTP

7. Front-end design & Mapping Interface Daily
8. Filter tools Daily
9. Email account / alerts Daily
10. Data supply Daily
11. Hosting Daily
12. Access to Source Data Daily
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EXHIBIT “C”
COMPENSATION

CONSULTANT shall perform the tasks and categories of work as outlined in Exhibit A as
budgeted below. CONSULTANT will provide all hosted services and professional services
identified in Exhibit A. CITY agrees to pay and Consultant agrees to accept as total compensation
the following:

Consultant shall invoice the CITY for all fees covering the timeline and schedule below. Agency
shall pay the amounts due under each invoice without deducting any taxes that may be
applicable to such payments. City is responsible for paying any and all withholding, sales, valued
added or other taxes, duties or charges applicable, other than taxes based on Consultant’s
income and taxable property. On the anniversary of the term, unless otherwise agreed an
increase of 5% is applied to each renewal.

Module Term No. of Months Amount
Building September 2018 to December 2019 16 $20,000.00
Planning November 2018 to December 2019 14 $17,500.00
Code Enforcement March 2019 to December 2019 10 $12,500.00
TOTAL: $50,000.00
Annual Subscription Fees
Description Fee

buildingeye Module - Each

$15,000.00 / annual
$1,250 / month

EXTRA WORK Extra work as directed and approved in advance by the CITY will be billed at

CONSULTANT's standard rate for service, which is listed as follows:

Description

Hourly Rate

Bespoke Development Services

$199.00

ADDITIONAL SERVICES Messaging capacity is limited to 50,000 messages. After the 50,000 limit
is reached, the messaging frequency will be limited or an additional pre-approved charge for the
additional capacity is as follows:

Description

Cost

Each additional 10,000 messages

$19.00
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EXHIBIT D
INSURANCE REQUIREMENTS

CONTRACTORS TO THE CITY OF PALO ALTO (CITY), AT THEIR SOLE EXPENSE, SHALL FOR THE TERM
OF THE CONTRACT OBTAIN AND MAINTAIN INSURANCE IN THE AMOUNTS FOR THE COVERAGE
SPECIFIED BELOW, AFFORDED BY COMPANIES WITH AM BEST’S KEY RATING OF A-:VII, OR
HIGHER, LICENSED OR AUTHORIZED TO TRANSACT INSURANCE BUSINESS IN THE STATE OF

CALIFORNIA.
AWARD IS CONTINGENT ON COMPLIANCE WITH CITY’S INSURANCE REQUIREMENTS, AS SPECIFIED,
BELOW:
MINIMUM LIMITS
REQUIRED TYPE OF COVERAGE REQUIREMENT EACH
OCCURRENCE AGGREGATE
YES WORKER’S COMPENSATION STATUTORY
YES EMPLOYER’S LIABILITY STATUTORY
BODILY INJURY $1,000,000 $1,000,000
YES GENERAL LIABILITY, INCLUDING
PERSONAL INJURY, BROAD FORM PROPERTY DAMAGE $1,000,000 $1,000,000
PROPERTY DAMAGE BLANKET
CONTRACTUAL, AND FIRE LEGAL BODILY INJURY & PROPERTY $1,000,000 $1,000,000
LIABILITY DAMAGE COMBINED.
BODILY INJURY $1,000,000 $1,000,000
- EACH PERSON $1,000,000 $1,000,000
- EACH OCCURRENCE $1,000,000 $1,000,000
. INCLUDING ALL OWNED, HIRED
NON.OWNED g g PROPERTY DAMAGE $1,000,000 $1,000,000
BODILY INJURY AND PROPERTY $1,000,000 $1,000,000
DAMAGE, COMBINED
PROFESSIONAL LIABILITY,
NO INCLUDING, ERRORS AND
OMISSIONS, MALPRACTICE (WHEN
APPLICABLE), AND NEGLIGENT
PERFORMANCE ALL DAMAGES $1,000,000
THE CITY OF PALO ALTO IS TO BE NAMED AS AN ADDITIONAL INSURED: CONTRACTOR, AT
YES ITS SOLE COST AND EXPENSE, SHALL OBTAIN AND MAINTAIN, IN FULL FORCE AND
EFFECT THROUGHOUT THE ENTIRE TERM OF ANY RESULTANT AGREEMENT, THE
INSURANCE COVERAGE HEREIN DESCRIBED, INSURING NOT ONLY CONTRACTOR AND
ITS SUBCONSULTANTS, IF ANY, BUT ALSO, WITH THE EXCEPTION OF WORKERS’
COMPENSATION, EMPLOYER’S LIABILITY AND PROFESSIONAL INSURANCE, NAMING AS
ADDITIONAL INSUREDS CITY, ITS COUNCIL MEMBERS, OFFICERS, AGENTS, AND EMPLOYEES.

L INSURANCE COVERAGE MUST INCLUDE:
A. A PROVISION FOR A WRITTEN THIRTY DAY ADVANCE NOTICE TO CITY OF CHANGE
IN COVERAGE OR OF COVERAGE CANCELLATION; AND
B. A CONTRACTUAL LIABILITY ENDORSEMENT PROVIDING INSURANCE COVERAGE
FOR CONTRACTOR’S AGREEMENT TO INDEMNIFY CITY.
C. DEDUCTIBLE AMOUNTS IN EXCESS OF $5,000 REQUIRE CITY’S PRIOR APPROVAL.
I1. CONTACTOR MUST SUBMIT CERTIFICATES(S) OF INSURANCE EVIDENCING REQUIRED
COVERAGE.
IIL. ENDORSEMENT PROVISIONS, WITH RESPECT TO THE INSURANCE AFFORDED TO

“ADDITIONAL INSUREDS”
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A. PRIMARY COVERAGE

WITH RESPECT TO CLAIMS ARISING OUT OF THE OPERATIONS OF THE NAMED INSURED,
INSURANCE AS AFFORDED BY THIS POLICY IS PRIMARY AND IS NOT ADDITIONAL TO OR
CONTRIBUTING WITH ANY OTHER INSURANCE CARRIED BY OR FOR THE BENEFIT OF THE
ADDITIONAL INSUREDS.

B. CROSS LIABILITY

THE NAMING OF MORE THAN ONE PERSON, FIRM, OR CORPORATION AS INSUREDS UNDER THE
POLICY SHALL NOT, FOR THAT REASON ALONE, EXTINGUISH ANY RIGHTS OF THE INSURED
AGAINST ANOTHER, BUT THIS ENDORSEMENT, AND THE NAMING OF MULTIPLE INSUREDS,
SHALL NOT INCREASE THE TOTAL LIABILITY OF THE COMPANY UNDER THIS POLICY.

C. NOTICE OF CANCELLATION

1. IF THE POLICY IS CANCELED BEFORE ITS EXPIRATION DATE FOR ANY
REASON OTHER THAN THE NON-PAYMENT OF PREMIUM, THE ISSUING
COMPANY SHALL PROVIDE CITY AT LEAST A THIRTY (30) DAY WRITTEN
NOTICE BEFORE THE EFFECTIVE DATE OF CANCELLATION.

2. IF THE POLICY IS CANCELED BEFORE ITS EXPIRATION DATE FOR THE NON-
PAYMENT OF PREMIUM, THE ISSUING COMPANY SHALL PROVIDE CITY AT
LEAST A TEN (10) DAY WRITTEN NOTICE BEFORE THE EFFECTIVE DATE OF
CANCELLATION.

NOTICES SHALL BE MAILED TO:

PURCHASING AND
CONTRACT ADMINISTRATION
CITY OF PALO ALTO

P.0. BOX 10250

PALO ALTO, CA 94303
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1. Objective

The City of Palo Alto (the “City”) strives to promote and sustain a superior quality of life for persons in
Palo Alto. In promoting the quality of life of these persons, it is the policy of the City, consistent with the
provisions of the California Public Records Act, California Government Code §§ 6250 — 6270, to take
appropriate measures to safeguard the security and privacy of the personal (including, without limitation,
financial) information of persons, collected in the ordinary course and scope of conducting the City’s
business as a local government agency. These measures are generally observed by federal, state and
local authorities and reflected in federal and California laws, the City’s rules and regulations, and
industry best practices, including, without limitation, the provisions of California Civil Code §§ 1798.3(a),
1798.24,1798.79.8(b), 1798.80(e), 1798.81.5, 1798.82(e), 1798.83(e)(7), and 1798.92(c). Though
some of these provisions do not apply to local government agencies like the City, the City will conduct
business in a manner which promotes the privacy of personal information, as reflected in federal and
California laws. The objective of this Policy is to describe the City’s data security goals and objectives,
to ensure the ongoing protection of the Personal Information, Personally Identifiable Information,
Protected Critical Infrastructure Informationand Personally Identifying Information of persons doing
business with the City and receiving services from the City or a third party under contract to the City to
provide services. The terms “Personal Information,” “Protected Critical Infrastructure Information”,
“Personally Identifiable Information” and “Personally Identifying Information ”(collectively, the
“Information”) are defined in the California Civil Code sections, referred to above, and are incorporated
in this Policy by reference.

A) INTENT

The City, acting in its governmental and proprietary capacities, collects the Information pertaining to
persons who do business with or receive services from the City. The Information is collected by a variety
of means, including, without limitation, from persons applying to receive services provided by the City,
persons accessing the City’s website, and persons who access other information portals maintained by
the City’s staff and/or authorized third-party contractors. The City is committed to protecting the privacy
and security of the Information collected by the City. The City acknowledges federal and California laws,
policies, rules, regulations and procedures, and industry best practices are dedicated to ensuring the
Information is collected, stored and utilized in compliance with applicable laws.

The goals and objectives of the Policy are: (a) a safe, productive, and inoffensive work environment for
all users having access to the City’s applications and databases; (b) the appropriate maintenance and
security of database information assets owned by, or entrusted to, the City; (c) the controlled access
and security of the Information provided to the City’s staff and third party contractors; and (d) faithful
compliance with legal and regulatory requirements.

B) Score

The Policy will guide the City’s staff and, indirectly, third party contractors, which are by contract
required to protect the confidentiality and privacy of the Information of the persons whose personal
information data are intended to be covered by the Policy and which will be advised by City staff to
conform their performances to the Policy should they enjoy conditional access to that information.

C) CONSEQUENCES

The City’s employees shall comply with the Policy in the execution of their official duties to the extent
their work implicates access to the Information referred to in this Policy. Afailure to comply may resultin
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employmentand/or legal consequences.

D) EXCEPTIONS

In the event that a City employee cannot fully comply with one or more element(s) described in this
Policy, the employee may request an exception from the application of the Policy. The request form will
be developed, reviewed and administered by the City’s Information Security Manager (the “ISM”). The
employee, with the approval of his or her supervisor, will provide any additional information as may be
requested by the ISM. The ISM will conduct a risk assessment of the requested exception in
accordance with guidelines approved by the City’s Chief Information Officer (“CIO”) and approved as to
form by the City Attorney. The Policy’s guidelines will include at a minimum: purpose, source, collection,
storage, access, retention, usage, and protection of the Information identified in the request. The ISM
will consult with the CIO to approve or deny the exception request. After due consideration is given to
the request, the exception request disposition will be communicated, in writing, to the City employee
and his or her supervisor. The approval of any request may be subject to countermeasures established
by the CIO, acting by the ISM.

E) MuNICIPAL ORDINANCE

This Policy will supersede any City policy, rule, regulation or procedure regarding information privacy.

2. RESPONSIBILITIES OF CITY STAFF

A) RESPONSIBILITY OF CIO AND ISM

The CIO, acting by the ISM, will establish an information security management framework to initiate and
coordinate the implementation of information security measures by the City’'s government.

The City’s employees, in particular, software application users and database users, and, indirectly, third
party contractors under contract to the City to provide services, shall by guided by this Policy in the
performance of their job responsibilities.

The ISM will be responsible for: (a) developing and updating the Policy, (b) enforcing compliance with
and the effectiveness of the Policy; (c) the development of privacy standards that will manifest the Policy
in detailed, auditable technical requirements, which will be designed and maintained by the persons
responsible for the City’s IT environments; (d) assisting the City’s staff in evaluating security and privacy
incidents that arise in regard to potential violations of the Policy; (e) reviewing and approving
department-specific policies and procedures which fall under the purview of this Policy; and (f) reviewing
Non-Disclosure Agreements (NDAs) signed by third party contractors, which will provide services,
including, without limitation, local or ‘cloud-based’ software services to the City.

B) RESPONSIBILITY OF INFORMATION SECURITY STEERING COMMITTEE

The Information Security Steering Committee (the “ISSC”), which is comprised of the City’s employees,
drawn from the various City departments, will provide the primary direction, prioritization and approval
for all information security efforts, including key information security and privacy risks, programs,
initiatives and activities. The ISSC will provide input to the information security and privacy strategic
planning processes to ensure that information security risks are adequately considered, assessed and
addressed at the appropriate City department level.
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C) RESPONSIBILITY OF USERS

All authorized users of the Information will be responsible for complying with information privacy
processes and technologies within the scope of responsibility of each user.

D) RESPONSIBILITY OF INFORMATION TECHNOLOGY (IT) MANAGERS

The City’s IT Managers, who are responsible for internal, external, direct and indirect connections to the
City’s networks, will be responsible for configuring, maintaining and securing the City’s IT networks in
compliance with the City’s information security and privacy policies. They are also responsible for timely
internal reporting of events that may have compromised network, system or data security.

E) RESPONSIBILITY OF AUTHORIZATION COORDINATION

The ISM will ensure that the City’s employees secure the execution of Non-Disclosure Agreements
(NDA), whenever access to the Information will be granted to third party contractors, in conjunction with
the Software as a Service (SaaS) Security and Privacy Terms and Conditions. An NDA must be
executed prior to the sharing of the Information of persons covered by this Policy with third party
contractors. The City’s approach to managing information security and its implementation (i.e.
objectives, policies, processes, and procedures for information security) will be reviewed independently
by the ISM at planned intervals, or whenever significant changes to security implementation have
occurred.

The CIO, acting by the ISM, will review and recommend changes to the Policy annually, or as
appropriate, commencing from the date of its adoption.

3. PRIVACYPoOLICY

A) OVERVIEW

The Policy applies to activities that involve the use of the City’s information assets, namely, the
Information of persons doing business with the City or receiving services from the City, which are owned
by, or entrusted to, the City and will be made available to the City’s employees and third party
contractors under contract to the City to provide Software as a Service consulting services. These
activities include, without limitation, accessing the Internet, using e-mail, accessing the City’s intranet or
other networks, systems, or devices.

The term “information assets” also includes the personal information of the City’'s employees and any
other related organizations while those assets are under the City’s control. Security measures will be
designed, implemented, and maintained to ensure that only authorized persons will enjoy access to the
information assets. The City’s staff will act to protect its information assets from theft, damage, loss,
compromise, and inappropriate disclosure or alteration. The City will plan, design, implement and
maintain information management systems, networks and processes in order to assure the appropriate
confidentiality, integrity, and availability of its information assets to the City’s employees and authorized
third parties.

B) PERSONAL INFORMATION AND CHOICE

Except as permitted or provided by applicable laws, the City will not share the Information of any person
doing business with the City, or receiving services from the City, in violation of this Policy, unless that
person has consented to the City’s sharing of such information during the conduct of the City’s business
as alocal government agency with third parties under contract to the City to provide services.
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C) METHODS OF COLLECTION OF PERSONAL INFORMATION

The City may gather the Information from a variety of sources and resources, provided that the
collection of such information is both necessary and appropriate in order for the City to conduct
business as a local government agency in its governmental and proprietary capacities. That information
may be gathered at service windows and contact centers as well as at web sites, by mobile applications,
and with other technologies, wherever the City may interact with persons who need to share such
formation in order to secure the City’s services.

The City’s staff will inform the persons whose Information are covered by this Policy that the City’s web
site may use “cookies” to customize the browsing experience with the City of Palo Alto web site. The
City will note that a cookie contains unique information that a web site can use to track, among others,
the Internet Protocol address of the computer used to access the City’s web sites, the identification of the
browser software and operating systems used, the date and time a user accessed the site, and the
Internet address of the website from which the user linked to the City’s web sites. Cookies created on the
user’s computer by using the City’s web site do not contain the Information, and thus do not

compromise the user’s privacy or security. Users can refuse the cookies or delete the cookie files from
their computers by using any of the widely available methods. If the user chooses not to accept a cookie
on his or her computer, it will not prevent or prohibit the user from gaining access to or using the City’s
sites.

D) UTILITIES SERVICE

In the provision of utility services to persons located within Palo Alto, the City of Palo Alto Utilities
Department (“CPAU”) will collect the Information in order to initiate and manage utility services to
customers. To the extent the management of that information is not specifically addressed in the
Utilities Rules and Regulations or other ordinances, rules, regulations or procedures, this Policy will
apply; provided, however, any such Rules and Regulations must conform to this Policy, unless
otherwise directed or approved by the Council. This includes the sharing of CPAU-collected Information
with other City departments except as may be required by law.

Businesses and residents with standard utility meters and/or having non-metered monthly services will
have secure access through a CPAU website to their Information, including, without limitation, their
monthly utility usage and billing data. In addition to their regular monthly utilities billing, businesses and
residents with non-standard or experimental electric, water or natural gas meters may have their usage
and/or billing data provided to them through non-City electronic portals at different intervals than with
the standard monthly billing.

Businesses and residents with such non-standard or experimental metering will have their Information
covered by the same privacy protections and personal information exchange rules applicable to
Information under applicable federal and California laws.

E) PuBLIC DISCLOSURE

The Information that is collected by the City in the ordinary course and scope of conducting its business
could be incorporated in a public record that may be subject to inspection and copying by the public,
unless such information is exempt from disclosure to the public by California law.

F) ACCESS TO PERSONAL INFORMATION

The City will take reasonable steps to verify a person’s identity before the City will grant anyone online
access to that person’s Information. Each City department that collects Information will afford access to
affected persons who can review and update that information at reasonable times.
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G) SECURITY, CONFIDENTIALITY AND NON-DISCLOSURE

Except as otherwise provided by applicable law or this Policy, the City will treat the Information of
persons covered by this Policy as confidential and will not disclose it, or permit it to be disclosed, to third
parties without the express written consent of the person affected. The City will develop and maintain
reasonable controls that are designed to protect the confidentiality and security of the Information of
persons covered by this Policy.

The City may authorize the City’'s employee and or third party contractors to access and/or use the
Information of persons who do business with the City or receive services from the City. In those
instances, the City will require the City’s employee and/or the third party contractors to agree to use
such Information only in furtherance of City-related business and in accordance with the Policy.

If the City becomes aware of a breach, or has reasonable grounds to believe that a security breach has
occurred, with respect to the Information of a person, the City will notify the affected person of such
breach in accordance with applicable laws. The notice of breach will include the date(s) or estimated
date(s) of the known or suspected breach, the nature of the Information that is the subject of the breach,
and the proposed action to be taken or the responsive action taken by the City.

H) DATARETENTION / INFORMATION RETENTION

The City will store and secure all Information for a period of time as may be required by law, or if no
period is established by law, for seven (7) years, and thereafter such information will be scheduled for
destruction.

) SOFTWARE AS A SERVICE (SAAS) OVERSIGHT

The City may engage third party contractors and vendors to provide software application and database
services, commonly known as Software-as-a-Service (SaaS).

In order to assure the privacy and security of the Information of those who do business with the City and
those who received services from the City, as a condition of selling goods and/or services to the City,
the SaaS services provider and its subcontractors, if any, including any IT infrastructure services
provider, shall design, install, provide, and maintain a secure IT environment, while it performs such
services and/or furnishes goods to the City, to the extent any scope of work or services implicates the
confidentiality and privacy of the Information.

These requirements include information security directives pertaining to: (a) the IT infrastructure, by
which the services are provided to the City, including connection to the City's IT systems; (b) the SaaS
services provider’s operations and maintenance processes needed to support the IT environment,
including disaster recovery and business continuity planning; and (c) the IT infrastructure performance
monitoring services to ensure a secure and reliable environment and service availability to the City. The
term “IT infrastructure” refers to the integrated framework, including, without limitation, data centers,
computers, and database management devices, upon which digital networks operate.

Prior to entering into an agreement to provide services to the City, the City’s staff will require the SaaS
services provider to complete and submit an Information Security and Privacy Questionnaire. In the
event that the SaaS services provider reasonably determines that it cannot fulfill the information security
requirements during the course of providing services, the City will require the SaaS services provider to
promptly inform the ISM.

J) FAIR AND ACCURATE CREDIT TRANSACTION ACT OF 2003

CPAU will require utility customers to provide their Information in order for the City to initiate and
manage utility services to them.
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Federal regulations, implementing the Fair and Accurate Credit Transactions Act of 2003 (Public Law
108-159), including the Red Flag Rules, require that CPAU, as a “covered financial institution or
creditor” which provides services in advance of payment and which can affect consumer credit, develop
and implement procedures for an identity theft program for new and existing accounts to detect,
prevent, respond and mitigate potential identity theft of its customers’ Information.

CPAU procedures for potential identity theft will be reviewed independently by the ISM annually or
whenever significant changes to security implementation have occurred. The ISM will recommend
changes to CPAU identity theft procedures, or as appropriate, so as to conform to this Policy.

There are California laws which are applicable to identity theft; they are set forth in California Civil Code
§1798.92.

4. CONTACTS
Information Security Manager: Patel, Raj <Raj.Patel@CityofPaloAlto.org>

Chief Information Officer: Reichental, Jonathan <Jonathan.Reichental@CityofPaloAlto.org>
Utilities Department: Auzenne, Tom <Tom.Auzenne@CityofPaloAlto.org
City Attorney’s Office: Yang, Albert<Albert.Yang@CityofPaloAlto.org>
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AMENDMENT NO. 1 TO CONTRACT NO. $19174467
BETWEEN THE CITY OF PALO ALTO AND
BUILDINGEYE INC.

This Amendment No. 1 (this “Amendment”) to Contract No. S19174467 (the “Contract” as
defined below) is entered into as of , by and between the CITY OF PALO ALTO, a
California chartered municipal corporation (“CITY”), and BUILDINGEYE, INC., a Delaware
corporation, located at 100 Pine Street, #1250, San Francisco CA 94111 (“CONTRACTOR”). CITY
and CONTRACTOR are referred to collectively as the “Parties” in this Amendment.

RECITALS

A. The Contract (as defined below) was entered into by and between the Parties
hereto for the provision of visualization of data for projects going through or in the building,
planning and code enforcement processes at the CITY and to communicate this information to
citizens through a mapping interface, as detailed therein.

B. The Parties now wish to amend the Contract in order to extend the term and
increase compensation by $180,000.00 from $50,000.00 to $230,000.00.

NOW, THEREFORE, in consideration of the covenants, terms, conditions, and provisions of
this Amendment, the Parties agree:

SECTION 1. Definitions. The following definitions shall apply to this Amendment:

a. Contract. The term “Contract” shall mean Contract No. S19174467
between CONSULTANT and CITY, dated January 15, 2019.

b. Other Terms. Capitalized terms used and not defined in this Amendment
shall have the meanings assigned to such terms in the Contract.
SECTION 2. Section 3. TERM of the Contract is hereby amended to read as follows:
“3. TERM

The term of this Agreement is from January 15, 2019 to December 31, 2022 inclusive,
subject to the provisions of Sections R and W of the General Terms and Conditions.”

SECTION 3. Section 5. COMPENSATION FOR ORIGINAL TERM of the Contract is hereby
amended to read as follows:

Vers.: Aug. 5, 2019
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“5. COMPENSATION FOR ORIGINAL TERM CITY shall pay and CONTRACTOR agrees to
accept as not-to-exceed compensation for the full performance of the Services and
reimbursable expenses, if any:
A sum calculated in accordance with the fee schedule set forth at Exhibit C, not to
Exceed a total maximum compensation amount of Two Hundred Thirty
Thousand Dollars (5230,000.00).
CONTRACTOR agrees that it can perform the Services for an amount not to exceed the
total maximum compensation set forth above. Any hours worked or services performed
by CONTRACTOR for which payment would result in a total exceeding the maximum
amount of compensation set forth above for performance of the Services shall be at no
cost to CITY.”

SECTION 4. The following exhibit(s) to the Contract is/are hereby amended or added, as
indicated below, to read as set forth in the attachment(s) to this Amendment, which is/are hereby
incorporated in full into this Amendment and into the Contract by this reference:

a. Exhibit “C” entitled “COMPENSATION”, AMENDED, REPLACES PREVIOUS.

b. Exhibit “E” entitled “INFORMATION PRIVACY POLICY”, REPLACES
PREVIOUS.

c. Exhibit “F” entitled “SAAS, SECURITY AND PRIVACY TERMS AND
CONDITIONS”, ADDED.

SECTION 5. Legal Effect. Except as modified by this Amendment, all other provisions of the
Contract, including any exhibits thereto, shall remain in full force and effect.

SECTION 6. Incorporation of Recitals. The recitals set forth above are terms of this
Amendment and are fully incorporated herein by this reference.

(SIGNATURE BLOCK FOLLOWS ON THE NEXT PAGE.)
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SIGNATURES OF THE PARTIES

IN WITNESS WHEREOF, the Parties have by their duly authorized representatives executed
this Amendment effective as of the date first above written.

CITY OF PALO ALTO BUILDINGEYE, INC.
DocuSigned by:
By: Kowan. Barvcdt
BCE3CBF117B6449...
Name: Ronan Barrett
City Manager APPROVED Title: President
AS TO FORM:

City Attorney or designee

Attachments:

EXHIBIT “C”: COMPENSATION, AMENDED.

EXHIBIT “E”: INFORMATION PRIVACY POLICY, REPLACES PREVIOUS.

EXHIBIT “F”: SAAS, SECURITY AND PRIVACY TERMS AND CONDITIONS, ADDED.

Vers.: Aug. 5, 2019
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EXHIBIT “C”
COMPENSATION

CONSULTANT shall perform the tasks and categories of work as outlined in Exhibit A as budgeted below.
CONSULTANT will provide all hosted services and professional services identified in Exhibit A. CITY agrees to
pay and Consultant agrees to accept as total compensation the following:

Consultant shall invoice the CITY for all fees covering the timeline and schedule below. Agency shall pay the
amounts due under each invoice without deducting any taxes that may be applicable to such payments. City
is responsible for paying any and all withholding, sales, valued added or other taxes, duties or charges
applicable, other than taxes based on Consultant’s income and taxable property. On the anniversary of the
term, unless otherwise agreed an increase of 5% is applied to each renewal.

Module Term No. of Months Amount
Building September 2018 to December 2019 16 $20,000.00
Planning November 2018 to December 2019 14 $17,500.00
Code Enforcement March 2019 to December 2019 10 $12,500.00
TOTAL: $50,000.00

Annual Subscription Fees

Description Fee
buildingeye Module - Each $15,000.00 / annual
$1,250 / month

EXTRA WORK Extra work as directed and approved in advance by the CITY will be billed at CONSULTANT's
standard rate for service, which is listed as follows:

Description Hourly Rate

Bespoke Development Services $199.00

ADDITIONAL SERVICES Messaging capacity is limited to 50,000 messages. After the 50,000 limit is reached,
the messaging frequency will be limited or an additional pre-approved charge for the additional capacity is as
follows:

Description Cost

Each additional 10,000 messages $19.00

TERMS In general, payment terms are NET 30 Days from date of signing/order/invoice, whichever is
earlier.

Vers.: Aug. 5, 2019
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AMENDMENT ONE

CONSULTANT shall perform the tasks and categories of work as outlined in Exhibit A as budgeted below.
CONSULTANT will provide all hosted services and professional services identified in Exhibit A. CITY agrees to pay
and Consultant agrees to accept as total compensation the following:

Consultant shall invoice the CITY for all fees covering the timeline and schedule below. Agency shall pay the
amounts due under each invoice without deducting any taxes that may be applicable to such payments. City is
responsible for paying any and all withholding, sales, valued added or other taxes, duties or charges applicable,
other than taxes based on Consultant’s income and taxable property. On the anniversary of the term, unless
otherwise agreed an increase of 5% is applied to each renewal.

Module Term No. of Months Amount

$49,750

Buildi J 2020to D ber 2022 36
ufiding anuary o becember (3 yrs Annual Subscription)

. $49,750
Pl J 2020to D ber 2022 36 ’
anning anuary o becember (3 yrs Annual Subscription)
Code Enforcement January2020 to December 2022 36 >49,750 I
(3 yrs Annual Subscription)
TOTAL: $149,250.00

ADDITIONAL SERVICES Messaging capacity is limited to 50,000 messages. After the 50,000 limit is reached, the
messaging frequency will be limited or an additional pre-approved charge for the additional capacity is as

follows:
Description Cost
Each additional 10,000 messages $20.00
Not to exceed Total: $30,750.00

Vers.: Aug. 5, 2019
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Breakdown by year

Module 2020 2021 2022 Total Jan 2020 - Dec 2022
Building $15,750 $16,500 $17,500 $49,750
Planning $15,750 $16,500 $17,500 $49,750
Code Enforcement $15,750 $16,500 $17,500 $49,750
Additional Services $10,250 $10,250 $10,250 $30,750
TOTAL: $57,500 $59,750 $62,750 $180,000

Vers.: Aug. 5, 2019
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POLICY AND PROCEDURES 1-64/IT
Revised: December2017

EXHIBIT E

CllY F

INFORMATION PRIVACY POLICY
POLICY STATEMENT

The City of Palo Alto (the “City”) strives to promote and sustain a superior quality of life for
persons in Palo Alto. In promoting the quality of life of these persons, it is the policy of the City,
consistent with the provisions of the California Public Records Act, California Government Code
§8§ 6250 — 6270, to take appropriate measures to safeguard the security and privacy of the
personal (including, without limitation, financial) information of persons, collected in the
ordinary course and scope of conducting the City’s business as a local government agency.
These measures are generally observed by federal, state and local authorities and reflected in
federal and California laws, the City’s rules and regulations, and industry best practices,
including, without limitation, the provisions of California Civil Code §§ 1798.3(a), 1798.24,
1798.79.8(b), 1798.80(e), 1798.81.5, 1798.82(e), 1798.83(e)(7), and 1798.92(c). Though some

of these provisions do not apply to local government agencies like the City, the City will conduct
business in a manner which promotes the privacy of personal information, as reflected in
federal and California laws. The objective of this Policy is to describe the City’s data security
goals and objectives, to ensure the ongoing protection of the Personal Information, Personally
Identifiable Information, Protected Critical Infrastructure Information and Personally Identifying
Information of persons doing business wit  the City and receiving services from the City or a
third party under contract to the City to provide services. The terms “Personal Information,”
“Protected Critical Infrastructure Information”, “Personally Identifiable Information” and
“Personally Identifying Information” (collectively, the “Information”) are  defined in the
California Civil Code sections, referred to above, and are incorporated in this Policy by
reference.

PURPOSE

The City, acting in its governmental and proprietary capacities, collects the Information
pertaining to persons who do business with or receive services from the City. The Information is
collected by a variety of means, including, without limitation, from persons applying to receive
services provided by the City, persons accessing the City’s website, and persons who access
other information portals maintained by the City’s staff and/or authorized third-party
contractors. The City is committed to protecting the privacy and security of the Information
collected by the City. The City acknowledges federal and California laws, policies, rules,
regulations and procedures, and industry best practices are dedicated to ensuring the
Information is collected, stored and utilized in compliance with applicable laws.
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POLICY AND PROCEDURES 1-64/IT
Revised: December2017

The goals and objectives of the Policy are: (a) a safe, productive, and inoffensive work
environment for all users having access to the City’s applications and databases; (b) the
appropriate maintenance and security of database information assets owned by, or entrusted
to, the City; (c) the controlled access and security of the Information provided to the City’s staff
and third party contractors; and (d) faithful compliance with legal and regulatory requirements.

SCOPE

The Policy will guide the City’s staff and, indirectly, third party contractors, which are by
contract required to protect the confidentiality and privacy of the Information of the persons
whose personal information data are intended to be covered by the Policy and which will be
advised by City staff to conform their performances to the Policy should they enjoy conditional
access to that information.

CONSEQUENCES

The City’s employees shall comply with the Policy in the execution of their official duties to the
extent their work implicates access to the Information referred to in this Policy. A failure to
comply may result in employment and/or legal consequences.

EXCEPTIONS

In the event that a City employee cannot fully comply with one or more element(s) described in
this Policy, the employee may request an exception by submitting Security Exception Request.
The exception request will be reviewed and administered by the City’s Information Security
Manager (the “ISM”). The employee, with the approval of his or her supervisor, will provide
any additional information as may be requested by the ISM. The ISM will conduct a risk
assessment of the requested exception in accordance with guidelines approved by the City’s
Chief Information Officer (“CIO”) and approved as to form by the City Attorney. The Policy’s
guidelines will include at a minimum: purpose, source, collection, storage, access, retention,
usage, and protection of the Information identified in the request. The ISM will consult with the
ClO to approve or deny the exception request. After due consideration is given to the request,
the exception request disposition will be communicated, in writing, to the City employee and
his or her supervisor. The approval of any request may be subject to countermeasures
established by the CIO, acting by the ISM.

MUNICIPALORDINANCE

This Policy will supersede any City policy, rule, regulation or procedure regarding information
privacy.

RESPONSIBILITIES OF CITY STAFF
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A. RESPONSIBILITY OF CIO AND ISM

The CIOQ, acting by the ISM, will establish an information security management framework
to initiate and coordinate the implementation of information security measures by the
City’sgovernment.

The City’s employees, in particular, software application users and database users, and,
indirectly, third party contractors under contract to the City to provide services, shall by
guided by this Policy in the performance of their job responsibilities.

The ISM will be responsible for: (a) developing and updating the Policy, (b) enforcing
compliance with and the effectiveness of the Policy; (c) the development of privacy
standards that will manifest the Policy in detailed, auditable technical requirements, which
will be designed and maintained by the persons responsible for the City’s IT environments;
(d) assisting the City’s staff in evaluating security and privacy incidents that arise in regard
to potential violations of the Policy; (e) reviewing and approving department-specific policies
and procedures which fall under the purview of this Policy; and (f) reviewing Non- Disclosure
Agreements (NDAs) signed by third party contractors, which will provide services, including,
without limitation, local or ‘cloud-based’ software services to the City.

B. RESPONSIBILITY OF INFORMATION SECURITY STEERING COMMITTEE

The Information Security Steering Committee (the “ISSC”), which is comprised of the City’s
employees, drawn from the various City departments, will provide the primary direction,
prioritization and approval for all information security efforts, including key information
security and privacy risks, programs, initiatives and activities. The ISSC will provide input to
the information security and privacy strategic planning processes to ensure that information
security risks are adequately considered, assessed and addressed at the appropriate City
departmentlevel.

C. RESPONSIBILITY OF USERS

All authorized users of the Information will be responsible for complying with information
privacy processes and technologies within the scope of responsibility of each user.

D. RESPONSIBILITY OF INFORMATION TECHNOLOGY (IT) MANAGERS

The City’s IT Managers, who are responsible for internal, external, direct and indirect
connections to the City’s networks, will be responsible for configuring, maintaining and
securing the City’s IT networks in compliance with the City’s information security and
privacy policies. They are also responsible for timely internal reporting of events that may
have compromised network, system or data security.
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E. RESPONSIBILITY OF AUTHORIZATION COORDINATION

The ISM will ensure that the City’s employees secure the execution of Non-Disclosure
Agreements (NDA), whenever access to the Information will be granted to third party
contractors, in conjunction with the Software as a Service (SaaS) Security and Privacy Terms
and Conditions. An NDA must be executed prior to the sharing of the Information of persons
covered by this Policy with third party contractors. The City’s approach to managing
information security and its implementation (i.e. objectives, policies, processes, and
procedures for information security) will be reviewed independently by the ISM at planned
intervals, or whenever significant changes to security implementation have occurred.

The CIO, acting by the ISM, will review and recommend changes to the Policy annually, or as
appropriate, commencing from the date of its adoption.

GENERAL PROCEDURE FOR INFORMATION PRIVACY
A. OVERVIEW

The Policy applies to activities that involve the use of the City’s information assets, namely,
the Information of persons doing business with the City or receiving services from the City,
which are owned by, or entrusted to, the City and will be made available to the City’s
employees and third party contractors under contract to the City to provide Software as a
Service consulting services. These activities include, without limitation, accessing the
Internet, using e-mail, accessing the City’s intranet or other networks, systems, or devices.

The term “information assets” also includes the personal information of the City’s
employees and any other related organizations while those assets are under the City’s
control. Security measures will be designed, implemented, and maintained to ensure that
only authorized persons will enjoy access to the information assets. The City’s staff will act
to protect its information assets from theft, damage, loss, compromise, and inappropriate
disclosure or alteration. The City will plan, design, implement and maintain information
management systems, networks and processes in order to assure the appropriate
confidentiality, integrity, and availability of its information assets to the City’s employees
and authorized third parties.

B. PERSONALINFORMATION AND CHOICE

Except as permitted or provided by applicable laws, the City will not share the Information
of any person doing business with the City, or receiving services from the City, in violation of
this Policy, unless that person has consented to the City’s sharing of such information
during the conduct of the City’s business as a local government agency with third parties
under contract to the City to provide services.
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C. METHODS OF COLLECTION OF PERSONAL INFORMATION

The City may gather the Information from a variety of sources and resources, provided that
the collection of such information is both necessary and appropriate in order for the City to
conduct business as a local government agency in its governmental and proprietary
capacities. That information may be gathered at service windows and contact centers as
well as at web sites, by mobile applications, and with other technologies, wherever the City
may interact with persons who need to share such formation in order to secure the City’s
services.

The City’s staff will inform the persons whose Information are covered by this Policy that
the City’s web site may use “cookies” to customize the browsing experience with the City of
Palo Alto web site. The City will note that a cookie contains unique information that a web
site can use to track, among others, the Internet Protocol address of the computer used to
access the City’s web sites, the identification of the browser software and operating systems
used, the date and time a user accessed the site, and the Internet address of the website
from which the user linked to the City’s web sites. Cookies created on the user’s computer
by using the City’s web site do not contain the Information, and thus do not compromise
the user’s privacy or security. Users can refuse the cookies or delete the cookie files from
their computers by using any of the widely available methods. If the user chooses not to
accept a cookie on his or her computer, it will not prevent or prohibit the user from gaining
access to or using the City’s sites.

D. UTILITIES SERVICE

In the provision of utility services to persons located within Palo Alto, the City of Palo Alto
Utilities Department (“CPAU”) will collect the Information in order to initiate and manage
utility services to customers. To the extent the management of that information is not
specifically addressed in the Utilities Rules and Regulations or other ordinances, rules,
regulations or procedures, this Policy will apply; provided, however, any such Rules and
Regulations must conform to this Policy, unless otherwise directed or approved by the
Council. This includes the sharing of CPAU-collected Information with other City departments
except as may be required by law.

Businesses and residents with standard utility meters and/or having non-metered monthly
services will have secure access through a CPAU website to their Information, including,
without limitation, their monthly utility usage and billing data. In addition to their regular
monthly utilities billing, businesses and residents with non-standard or experimental
electric, water or natural gas meters may have their usage and/or billing data provided to
them through non-City electronic portals at different intervals than with the standard
monthly billing.
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Businesses and residents with such non-standard or experimental metering will have their
Information covered by the same privacy protections and personal information exchange
rules applicable to Information under applicable federal and California laws.

E. PUBLIC DISCLOSURE

The Information that is collected by the City in the ordinary course and scope of conducting
its business could be incorporated in a public record that may be subject to inspection and
copying by the public, unless such information is exempt from disclosure to the public by
California law.

F. ACCESS TO PERSONAL INFORMATION

The City will take reasonable steps to verify a person’s identity before the City will grant
anyone online access to that person’s Information. Each City department that collects
Information will afford access to affected persons who can review and update that
information at reasonable times.

G. SECURITY, CONFIDENTIALITY AND NON-DISCLOSURE

Except as otherwise provided by applicable law or this Policy, the City will treat the
Information of persons covered by this Policy as confidential and will not disclose it, or
permit it to be disclosed, to third parties without the express written consent of the person
affected. The City will develop and maintain reasonable controls that are designed to protect
the confidentiality and security of the Information of persons covered by this Policy.

The City may authorize the City’s employee and or third party contractors to access and/or
use the Information of persons who do business with the City or receive services from the
City. In those instances, the City will require the City’s employee and/or the third party
contractors to agree to use such Information only in furtherance of City-related business
and in accordance with the Policy.

If the City becomes aware of a breach, or has reasonable grounds to believe that a security
breach has occurred, with respect to the Information of a person, the City will notify the
affected person of such breach in accordance with applicable laws. The notice of breach will
include the date(s) or estimated date(s) of the known or suspected breach, the nature of
the Information that is the subject of the breach, and the proposed action to be taken or
the responsive action taken by the City.

H. DATA RETENTION / INFORMATION RETENTION
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The City will store and secure all Information for a period of time as may be required by law,
or if no period is established by law, for seven (7) years, and thereafter such information
will be scheduled for destruction.

I.  SOFTWARE AS A SERVICE (SAAS) OVERSIGHT

The City may engage third party contractors and vendors to provide software application
and database services, commonly known as Software-as-a-Service (Saa$).

In order to assure the privacy and security of the Information of those who do business with
the City and those who received services from the City, as a condition of selling goods
and/or services to the City, the Saa$ services provider and its subcontractors, if any, including
any IT infrastructure services provider, shall design, install, provide, and maintain a secure
IT environment, while it performs such services and/or furnishes goods to the City, to the
extent any scope of work or services implicates the confidentiality and privacy of the
Information.

These requirements include information security directives pertaining to: (a) the IT
infrastructure, by which the services are provided to the City, including connection to the
City's IT systems; (b) the SaaS services provider's operations and maintenance processes
needed to support the IT environment, including disaster recovery and business continuity
planning; and (c) the IT infrastructure performance monitoring services to ensure a secure
and reliable environment and service availability to the City. The term “IT infrastructure”
refers to the integrated framework, including, without limitation, data centers, computers,
and database management devices, upon which digital networks operate.

Prior to entering into an agreement to provide services to the City, the City’s staff will
require the Saa$S services provider to complete and submit an Information Security and
Privacy Questionnaire. In the event that the SaaS services provider reasonably determines
that it cannot fulfill the information security requirements during the course of providing
services, the City will require the SaaS services provider to promptly inform the ISM.

J.  FAIRAND ACCURATE CREDIT TRANSACTION ACT OF 2003

CPAU will require utility customers to provide their Information in order for the City to
initiate and manage utility services to them.

Federal regulations, implementing the Fair and Accurate Credit Transactions Act of 2003
(Public Law 108-159), including the Red Flag Rules, require that CPAU, as a “covered financial
institution or creditor” which provides services in advance of payment and which can affect
consumer credit, develop and implement procedures for an identity theft program for new
and existing accounts to detect, prevent, respond and mitigate potential identity theft of its
customers’ Information.
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CPAU procedures for potential identity theft will be reviewed independently by the ISM
annually or whenever significant changes to security implementation have occurred. The
ISM will recommend changes to CPAU identity theft procedures, or as appropriate, so as to
conform to this Policy.

There are California laws which are applicable to identity theft; they are set forth in California
Civil Code § 1798.92.

NOTE: Questions regarding this policy should be referred to the Information Technology Department,
asappropriate.

DoeuSigned by:

@m{m Fuidlndal 12/5/2017
Recommended THADSEOTST B2
Director Information Technology/CIO Date
DocuSigned by:
G 12/13/2017
App roved: SUETZOBFB206408
City Manager Date
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EXHIBIT F_

VENDOR CYBERSECURITY TERMS AND CONDITIONS

This Exhibit shall be made a part of the City of Palo Alto’s Professional Services Agreement or any other contract entered
into by and between the City of Palo Alto (the “City”) and. (the “Consultant”)
for the provision of Software as a Service services to the City (the “Agreement”).

In order to assure the privacy and security of the personal information of the City’s customers and
people who do business with the City, including, without limitation, vendors, utility customers, library
patrons and other individuals and businesses, who are required to share such information with the
City, as a condition of receiving services from the City or selling goods and services to the City, including,
without limitation, the Software as a Service services provider (the “Consultant”) and its
subcontractors, if any, including, without limitation, any Information Technology (“IT”) infrastructure
services provider, shall design, install, provide, and maintain a secure IT environment, described below,
while it renders and performs the Services and furnishes goods, if any, described in the Statement of
Work, Exhibit B, to the extent any scope of work implicates the confidentiality and privacy of the
personal information of the City’s customers. The Consultant shall fulfill the data and information
security requirements (the “Requirements”) set forth in Part A below.

A “secure IT environment” includes: (a) the IT infrastructure, by which the Services are provided to the
City, including connection to the City's IT systems; (b) the Consultant’s operations and maintenance
processes needed to support the environment, including disaster recovery and business continuity
planning; and (c) the IT infrastructure performance monitoring services to ensure a secure and reliable
environment and service availability to the City. “IT infrastructure” refers to the integrated framework,
including, without limitation, data centers, computers, and database management devices, upon which
digital networks operate.

In the event that, after the Effective Date, the Consultant reasonably determines that it cannot fulfill
the Requirements, the Consultant shall promptly inform the City of its determination and submit, in
writing, one or more alternate countermeasure options to the Requirements (the “Alternate
Requirements” as set forth in Part B), which may be accepted or rejected in the reasonable satisfaction
of the Information Security Manager (the “ISM”).

Part A. Requirements:

The Consultant shall at all times during the term of any contract between the City and the Consultant:

(a) Appoint or designate an employee, preferably an executive officer, as the security liaison to the
City with respect to the Services to be performed under this Agreement.
(b) Comply with the City’s Information Privacy Policy:
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(c) Have adopted and implemented information security and privacy policies that are documented,
are accessible to the City and conform to ISO 27001/2 — Information Security Management
Systems (ISMS) Standards. See the following:
http://www.iso.org/iso/home/store/catalogue tc/catalogue detail.htm?csnumber=42103
http://www.iso.org/iso/iso catalogue/catalogue tc/catalogue detail.htm?csnumber=50297

(d) Conduct routine data and information security compliance training of its personnel that is
appropriate to their role.

(e) Develop and maintain detailed documentation of the IT infrastructure, including software
versions and patch levels.

(f) Develop an independently verifiable process, consistent with industry standards, for
performing professional and criminal background checks of its employees that (1) would permit
verification of employees’ personal identity and employment status, and (2) would enable the
immediate denial of access to the City's confidential data and information by any of its
employees who no longer would require access to that information or who are terminated.

(g) Provide a list of IT infrastructure components in order to verify whether the Consultant has met
or has failed to meet any objective terms and conditions.

(h) Implement access accountability (identification and authentication) architecture and support
role-based access control (“RBAC”) and segregation of duties (“SoD”) mechanisms for all
personnel, systems, and software used to provide the Services. “RBAC” refers to a computer
systems security approach to restricting access only to authorized users. “SoD” is an approach
that would require more than one individual to complete a security task in order to promote
the detection and prevention of fraud and errors.

(i) Assist the City in undertaking annually an assessment to assure that: (1) all elements of the
Services’ environment design and deployment are known to the City, and (2) it has
implemented measures in accordance with industry best practices applicable to secure coding
and secure IT architecture.

(j) Provide and maintain secure intersystem communication paths that would ensure the
confidentiality, integrity, and availability of the City's information.

(k) Deploy and maintain IT system upgrades, patches and configurations conforming to current
patch and/or release levels by not later than one (1) week after its date of release. Emergency
security patches must be installed within 24 hours after its date of release.

(I) Provide for the timely detection of, response to, and the reporting of security incidents,
including on-going incident monitoring with logging.

(m)Notify the City within one (1) hour of detecting a security incident that results in the
unauthorized access to or the misuse of the City's confidential data and information.

(n) Inform the City that any third party service provider(s) meet(s) all of the Requirements.

(o) Perform security self-audits on a regular basis and not less frequently than on a quarterly basis,
and provide the required summary reports of those self-audits to the ISM on the annual
anniversary date or any other date agreed to by the Parties.

(p) Accommodate, as practicable, and upon reasonable prior notice by the City, the City’s
performance of random site security audits at the Consultant’s site(s), including the site(s) of a
third party service provider(s), as applicable. The scope of these audits will extend to the
Consultant’s and its third party service provider(s)’ awareness of security policies and practices,
systems configurations, access authentication and authorization, and incident detection and

Page 2 of 3



http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=42103
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=42103
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=50297
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=50297
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=50297
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=50297

DocuSign Envelope ID: 247BD26E-BC21-4430-BC5B-AABAA408CF83

(a)

(r)
(s)

(t)

~

(u

(v)

Part B.

CITY OF
City of Palo Alto
Information Security
Document Version: V2.7
Doc: InfoSec 110
response.

Cooperate with the City to ensure that to the extent required by applicable laws, rules and
regulations, the Confidential Information will be accessible only by the Consultant and any
authorized third party service provider’s personnel.

Perform regular, reliable secured backups of all data needed to maximize the availability of the
Services.

Maintain records relating to the Services for a period of three (3) years after the expiration or
earlier termination of this Agreement and in a mutually agreeable storage medium. Within
thirty (30) days after the effective date of expiration or earlier termination of this Agreement,
all of those records relating to the performance of the Services shall be provided to the ISM.
Maintain the Confidential Information in accordance with applicable federal, state and local
data and information privacy laws, rules, and regulations.

Encrypt the Confidential Information before delivering the same by electronic mail to the City
and or any authorized recipient.

Unless otherwise addressed in the Agreement, shall not hold the City liable for any direct,
indirect or punitive damages whatsoever including, without limitation, damages for loss of use,
data or profits, arising out of or in any way connected with the City’s IT environment, including,
without limitation, IT infrastructure communications.

Alternate Requirements:
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